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Best Practices for [T Security

Em Microsoft account team <no-reply@microsoft.com=
[ |

To: You

Employee education

Microsoft account

Regular software updates Unusual sign.in activity

We detected something unusual about a recent sign-in to the Microsoft accaunt-@hotmail.cnm.

Strong password policies

Sign-in details
Country/region: Russia/Moscow
IP address: 103.225.77.255

Use of multi-factor authentication Date: Sun, 05 Mar 2023 08:27:06 +0000

Platform: Windows 10

Browser: Firefox

Reg U|ar baCku p and recove ry teStI ng A user from Russia/Moscow just logged into your account from a new device, If this wasn't you, please report

the user. If this was you, we'll trust similar activity in the future.

Report The User

To opt out or change where you recaive security notifications, click here,

Thanks,
The Microsoft account team




What is a vulnerability scan?

 Definition of vulnerability scanning
* How it works and why it's important

 Benefits of vulnerability scanning for businesses

« Version check
» Config check
* Hardening check




ypes of Vulnerabilities Found in Vulnerability Scanning

» Operating system vulnerabilities

* Application vulnerabilities ﬁ
* Misconfigured network devices : 9\ ,.

T —

* |Insecure software configuration
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Definition of penetration testing

How it works and why it's important
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Benefits of penetration testing for businesses
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Common Vulnerabilities Found in Penetration Testing

Weak or default passwords

Misconfigured or outdated software

Unpatched vulnerabilities

Insecure network configurations




Benefits of Penetration Testing and Vulnerability Scanning

* Proactive identification of vulnerabilities
» Reduced risk of cyber attacks

 Reduced downtime and associated costs
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Our services

11

Product

Common criteria
certification

loT gap analysis
& evaluations

loT certification
scheme

System

Guidance and
consultancy
services

Security
scanning solutions

Penetration
testing
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